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1. Description

This document will show you how to set up and use MQTT in the digiBOX system. MQTT works by
allowing clients such as sensors, machines or controllers, mobile apps, dashboards, or cloud ser-
vices to connect to a broker, publish messages to topics, and subscribe to topics to receive updates.
This manual also provides 2 methods to work with an MQTT client. They are:

e Using an extension from VS Code
e Using a python library

Note: This guide is for Windows users.

2. Hardware Setup

Before we dive into the MQTT part, we need to set up the digiBOX to make it function properly. The
digiBOX application setup that we will be using for this guide looks like this.

digiBOX

i

ERRBFNS LINK/ACT RUNSFMS LINK/ACT

To connect the digiBOX to the sensor, we will use CON S3003 + cables.

For the power supply, CON A2004 + AC/DC15V/550MA are used.

Lastly, for the connection between digiBOX and PC, we will use a 4 pin connecting socket
CON-51023 + a RJ45 cable as it will be using an ethernet connection.

wn =
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3. Broker Installation

Before everything else, we need to first have an MQTT broker. An MQTT broker is a server that
receives MQTT messages from clients and delivers them to other clients that subscribe to the cor-
responding topics. The broker that we will be using is Eclipse Mosquitto.

To install Mosquitto, go to the Eclipse Mosquitto website. Then, click on Download and download
the .exe file for Windows. Run the file and finish the installation process.

4. digiBOX MQTT Configuration

Now, we need to configure the digiBOX so that it is ready to send and receive payloads to clients
via broker. Refer to the document “digiBOX Weighing User Manual” section 9.2 MQTT for this step.

5. Mosquitto

On the file explorer, search for the folder “Mosquitto”. It is usually located in Program Files. Open
the config file with Notepad++.

= (m] X
Mosquitto X +
& ™ @] (J > DieserPC > Lokaler Datentrdger (C) > Programme > Mosquitto > Mosquitto durchsuchen Q
® Neu Tl sortieren = Anzeigen eee (B Details
o Dokumente Name Anderungsdatum Typ Grofe
[ acimne.exampie 1342 CAAMFLE-LSTEl I RE
P Bilder | Changelog Text-Quelldatei 160 KB
2 Musik ; cjsen.dll Anwendungserweiterung I5KE
i videos 7 edi-v10 Datei 2KB
Attachments | 1 epl-v20 Datei 15KB
Bildschinmfotos ; libcrypto-3-x64.dll Anwendungserweiterung 5.202 KB
l libmicrohttpd-dil.dll Anwendungserweiterung 208 KB
TechMotes .
% libssl-3-x64.dII Anwendungserweiterung 231 KB
Mosquitto —
I_' maosquitte.conf CONF-Datei 51KB I
; maosquitto.dil Anwendungserweiterung 83KB
v [ DieserpPC [#] mosquitte Anwendung 335 KB
> 7 Lokaler Datent B4 mosquitto 1CO-Datei 34 KB
> mm HBK DK (K) ; maosquitte_acl_file.dll Anwendungserweiterung 19KE
> N erk ; maosquitte_commaen.dil Anwendungserweiterung 42KB
[®] mosquitto_ctrl 09.0 2:28 Anwendung S6KE
32 Elemente =0

Now we need to configure the listener. Scroll down until you see listener port-number. Then, type
listener port-number 0.0.0.0. We use 0.0.0.0 here to listen to all available and supported IP protocol.
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Listen on a port/ip address combination. By using this variable
multiple times, mosquitto can listen on more than one port. If
this variable is used and neither bind address nor port given,
then the default listener will not be started.

The port number to listen on must be given. Optionally, an ip
address or host name may be supplied as a second argument. In
this case, mosquitto will attempt to bind the listener to that
address and so restrict access to the associated network and
interface. By default, mosquitto will listen on all interfaces.
Note that for a websockets listener it is not possible to bind to a host
name.

On systems that support Unix Domain Sockets, it is also possible
to create a # Unix socket rather than opening a TCP socket. In
this case, the port number should be set to 0 and a unix socket
path must be provided, e.q.

listener 0 /tmp/mosquitto.sock

istener 1883 0.0.0.0

listener port-number hp address/host name/unix socket path]

After that, we need to set allow_anonymous to true. This is done to allow clients to connect without
any username or password. If you want to have a protected connection, then set this to false. Read
the description on the file for further explanation. For this guide, we will be creating an unprotected

connection.
602 #
603 $
604 #
605

606 #
607 #
608 #
609 #
610 #
611 B
612

613 #
614 #
615 #
616 #
617 #
618 #
619 #
620 #
621

Security

If set, only clients that have a matching prefix on their
clientid will be allowed to connect to the broker. By default,
all clients may connect.

For example, setting "secure-" here would mean a client "secure-
client” could connect but another with clientid "mgtt" couldn't.

clientid prefixes

Boolean value that determines whether clients that connect
without providing a username are allowed to connect. If set to
false then a password file should be created (see the

password file option) to control authenticated client access.

Defaults to false, unless there are nc listeners defined in the configuration
file, in which case it is set to true, but connections are only allowed from

the local machine.
allow anonymous true -

Save the config file and run Mosquitto. To run Mosquitto, open command prompt. Navigate to the
Mosquitto folder.
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C:\Windows\System32>cd C:\Program Files\Mosquitto

C:\Program Files\Mosquitto>

Then, run this command.

C:\Program Files\Mosquitto»mosguitto -v -c mosguitto.conf

If you see these messages on the terminal, it means that you have successfully connected the
digiBOX to the broker. It contains the ip address and the client id of the digiBOX on one of the
messages.

Files\Mosquittormosquitto -v -c mosquitto.conf
mosquitto version 2.1.2 starting

Config loaded from mosquitto.conf.

Bridge support available.

Persistence support available.

TLS support available.

TLS- support available.

Websockets support available.

Opening ipv4 listen socket on port 1883.
mosquitto version 2.1.2 running

New connection from 169.254.245.15€

New client connected from 169.254

Now we are ready to connect MQTT clients to the broker.

6. VS Code Extension

6.1. Installation

For this method, you would need to install an extension called VSMqtt from rpdswtk in VS Code. You
can find the extension by typing the name.
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File Edit Selection View Go Run Terminal

EXTENSIONS: MARKETPLACE

vsmqtt

VSMqtt

()

After you successfully installed it, a new icon will appear on the sidebar.
File Edit Selection View Go Run Terminal
VSMOTT: PROFILES

Mo broker profiles found.

Add profile

To start, first click on “Add profile” to configure the broker’s connection. Then, you would be ask to
type in the broker's host, port and profile name. Then, it will generate a .json file.
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File Edit Selection WView Go Run Terminal Help

VSMOTT: PROFILES

digiBOX_1

"name" :

"host™:

"port": 1&

"clientId": "test_client1™

You can change the profile name, host and port on this file if needed. This is an example of a simple
unprotected MQTT connection. For a simple protected connection, you can add username and pass-
word on this .json file. Make sure this matches the username and password on both the digiBOX
web interface and the password file in the Mosquitto folder.

"vsmgtt.

"name™ :

"host™:

"port™: 1883,
"clientId™: “tes
"username™:
"password™:

Now click on this button to connect to the broker.

VSMOTT: PROFILES

digiBOX_1

A new window will open and you can see that the status is online on the top right corner of the
interface.
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PUBLISH

Publish

SUBSCRIBE

Subscribe

SUBSCRIPTIONS

6.2. Subscribe
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ONLINE @

QoS0 v Retain [B) B

QoS0 v

Clear list

To subscribe to a topic, there is a specific format provided. You can find the topic format on the
digiBOX web interface. There are some options available for the topic format. The most common
usage is the format used here. You can also set the send interval in seconds.
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ARk HOTTINGER digiBoX - 2 - =

HBK i Weighing | digiBOX-WT-F596 | |E] #01
% Device Y Settings X Channel 1
@ Channel 1 v

Send Interval in Seconds
@ Channel 2 v 1
(@ channel 3 v
Cyclic Topic Format ——— ) .

(1) channel 4 v (dgbx!odfclndex>/<Subindex> - (M STILL) (M1 W
@ S devices/dgbx/messages/events/S.ct=application%%2Fjson%%3Bcharset%%3Dutf-8
{0 Analc 4 5iBOX/dgbx/od/<Index>/<Subindex>
& Dot iBoX/dgbw/od
o Fed dgbx.’od/-clndex>/<8ubindex>_
B Parat o
D Deviceowraye g
N marT ~

Connection

Settings

Cyclic Data
%) OpenDAQ Digital 1/0

Thea Ninital 1/Ne ara nm

Information about the index and subindex of the payload can be found on the folder device storage.
Just a reminder that the indexes and subindexes are all in the form of hexadecimal. To set which
value you want to get from digiBOX, go to the tab Cyclic Data. You can then input the index, subindex
and the channel number of the payload that you need.
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AEk HOTTINGER digiBoX -
HBIK i e, Weighing | digiBOX-WT-F596
Device .
e Cyclic Data X
@ Channel 1 e Field 1 channel
@ Channel 2 v 0
@ Channel 3 v Field 1 index
Ox 3144
@ Channel 4 v
@ sum Channel o Field 1 sub index
0
JT  Analog Qutput v
Field 2 channel
{o}  Digital I/0 0
Y5 Fieldbus v -
- Field 2 index
IE] Parameter set Ox 3143
[0 Device Storage Field 2 sub index
~ 0
Yy mart A
Connection Field 3 channel
0
Settings
_ Field 3 index
Cyclic Data 0x 301A
o) OpenDAQ

Field 3 sub index

1

Field 4 channel

0

Field 4 index
Ox 87

Field 4 sub index

0

As an example here, the value that | want to get is the weight from channel 1 and it is located at
channel number 0, index 0x3144 and subindex 0.

On the VSMQTT tab in VS Code, you can see the subscribe part. There you can input the topic
based on the format. Then, click on subscribe and you will see the message from that topic.

SUBSCRIBE

dgbx/od/

Subscrbe
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Topic: dgbx/od/00/3144/00 =  Unsubscribe igbx/od| 44/00

3 "I 2,"subindex"0,"channel":0,"type":"float", "value™:{"binary" )491b48" "current:-3.14229...

dgbi/od/00/3144/00

{"index™12612,"subindex"0,"channel":0,"type™:" )3cb9da" "current™:-2.943884...

dgbi/od/00/3144/00

)31613f", "current™:-2.771560}} #6

Clear list

6.3. Read/Write Data via JSON-RPC

Refer to the document “digiBOX weighing user manual”’ section 9.2.3 On-demand data access for
explanation.

To start, subscribe to the response topic format in VS Code.

SUBSCRIBE

Subscribe

SUBSCRIPTIONS MESSAGES

Topic  dgbx/jsonrpc/response = Unsubscribe

0

Then, send a request to digiBOX by using the request topic format. For example, | wanted to change
the tare value. So, the payload will then be:

{"jsonrpc"™: "2.0", "id":"df","method":"odwrite", "params":{“channel”:O0,
"index": 24899, "subindex": 0, "value": 200}

If successful, you will see the following message.
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(e vsMQTIT X

PUBLISH

client1” "method™:"odwrite", "par:

Publish

SUBSCRIBE

Subscribe

SUBSCRIPTIONS MESSAGES

Topic: dgbx/jsonrpc/response = Unsubscribe dgbx/jsonrpc/response

. 23 {id™:"test_client1" esult":true}

On the digiBOX web interface, you will also see the changes.

Channel 1 B ok

-203 ;

(hd STILL) [ #1114 WEIGHING RANGE | [

Zero Value Tare (PT)
0g 0 200 g w

ZERO ‘ ‘ TARE |

Note: always check that the value type corresponds to the type stated on the digiBOX object
dictionary.

Disclaimer

These examples are for illustrative purposes only. They cannot be used as the basis for any warranty or liability claims.

Page 13 of 13

UNRESTRICTED



